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Abstract — Software vulnerabilities threaten the security of
computer system, and recently more and more loopholes have
been discovered and disclosed. For the detected vulnerabilities,
the relevant personnel will analyze the vulnerability
characteristics, and combine the vulnerability scoring system
to determine their severity level, so as to determine which
vulnerabilities need to be dealt with first. In recent years, some
characteristic description-based methods have been used to
predict the severity level of vulnerability. However, the
traditional text processing methods only grasp the superficial
meaning of the text and ignore the important contextual
information in the text. Therefore, this paper proposes an
innovative method, called BERT-CNN, which combines the
specific task layer of Bert with CNN to capture important
contextual information in the text. First, we use Bert to process
the vulnerability description and other information, including
Access Gained, Attack Origin and Authentication Required, to
generate the feature vectors. Then these feature vectors of
vulnerabilities and their severity levels are input into a CNN
network, and the parameters of the CNN are gotten. Next, the
fine-tuned Bert and the trained CNN are used to predict the
severity level of a vulnerability. The results show that our
method outperforms the state-of-the-art method with 91.31%
on F1-score.
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I.  INTRODUCTION

With the rapid development of computer technology, the
use of all kinds of software brings convenience to our life.
However, it is inevitable that there are some loopholes in
software, which threaten the security of computer system.
Thousands of vulnerabilities are discovered and disclosed
every year. Software security experts will analyze these
vulnerabilities and usually use the Common Vulnerability
Scoring System (CVSS) [1] to evaluate the them. In the face
of so many vulnerabilities, software suppliers and security
experts can not repair all of them in time. Therefore, they
need to pay more attention to those vulnerabilities with high
severity level and solved them first. Generally speaking,
severity is an important characteristic of vulnerability, which
indicates the harm degree of software. For each vulnerability,
security experts used to score the vulnerability through a
series of complex calculations based on CVSS.

The existing vulnerability severity prediction methods
are mainly divided into two categories: machine learning-
based and deep learning-based. The methods based on
machine learning mainly pre-process vulnerability data and

make prediction by establishing relevant features and
combining them with the machine learning model. The
performance of this method largely depends on feature
engineering. As the number of public vulnerabilities
continues to increase, and the scale of the vulnerability data
also grows larger, so that the feature engineering will cost a
lot of manpower and time. On the contrary, the methods
based on deep learning use vulnerability descriptions to
predict the severity level, which is more efficient than the
machine learning-based methods. However, the deep
learning-based methods only use the vulnerability
description to predict the severity level, while ignore other
information that is helpful for severity prediction.

To address the above issues and improve the prediction
effect, we propose an innovative method, called BERT-CNN,
which combines the specific task layer of Bert with CNN to
capture important contextual information in the text. First,
Bert is adopted to generate the feature vectors of software
vulnerabilities. Different from state-of-the-art methods, we
use not only the vulnerability description from NVD but also
other information from CVE Details, including Access
Gained, Attack Origin, Authentication Required. Then these
feature vectors of vulnerabilities and their severity level are
input into a CNN network, and the parameters of the CNN
are gotten. Next, the fine-tuned Bert and the trained CNN are
used to predict the severity level of vulnerability. The main
contributions of this paper are as follows:

* We proposed an innovative method for the severity
level prediction, which combines Bert and CNN.

* In our model, not only the vulnerability description
from NVD but also other information from CVE details are
adopted to get more detailed features.

The rest of this paper is organized as follows. In Section
II, we review the related work of software vulnerability
research in recent years. In Section III, our BERT-CNN
model is described in detail. In Section IV some experiments
are taken to evaluate the effectiveness of our method. Section
V draws the conclusion.

II.  RELATED WORK

The research of software vulnerability is a hot topic in
the field of software security. Researchers have studied
software vulnerabilities from different aspects. Huang et al.
[2] proposed an automatic vulnerability classification model,
TFI-DNN, which works better on vulnerability category
prediction compared with traditional SVM, Bayes models,
etc. Shuai et al. [3] improved the SVM classifier to predict
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the category of vulnerabilities by analyzing the National
Vulnerability Database (NVD [4]), and achieved good
results. The sharp increase in the number of vulnerabilities
has brought great challenges to the vulnerability analysis of
software security experts. Jeona et al. [5] proposed the
Software Vulnerability Analysis System (AutoVAS). They
use deep learning techniques to express the source code as
embedding vectors to analyze vulnerabilities. They have
used the AutoVAS system to find three zero-day
vulnerabilities. Harer et al. [6] proposed a vulnerability
detection model based on machine learning for C and C + +
programs, and concluded through comparative experiments,
which show that the combination of CNN and tree based
model can achieve better results. Exploitability is one of the
important features of software vulnerability, which is a topic
of concern. Yin et al. [7] proposed the prediction model
ExBERT by using transfer learning, which predicts the
exploitability through vulnerability description. Lyu et al. [§]
combined the vulnerability description and characteristics,
extracted finer granularity character-level features through
charCNN to predict the exploitability of vulnerability. The
effect of this method is slightly improved than EXBERT.

For the study of vulnerability’s severity level prediction,
Sharma et al. [9] used word embedding and convolutional
neural network to predict the severity level of vulnerability.
They classified vulnerability’s severity level into three
categories (Low, Medium, High). Han et al. [10] used the
word embedding and a one-layer shallow CNN method to
predict severity level through vulnerability description, they
classified the severity level into four categories (Low,
Medium, High, Critical). Their method only uses the
vulnerability description to predict the vulnerability’s
severity level, while ignoring other vulnerability information.
Our method is different from the above methods. We use not
only the vulnerability description from NVD but also other
information from the CVE Details [11], including Access
Gained, Attack Origin, Authentication Required. And then
we adopt Bert to generate more detailed feature vectors.

III. METHODOLOGY

The severity level of vulnerability is critical to determine
the priority of vulnerability’s repair, and those high severity
vulnerabilities need to be solved first. Therefore, we propose
an innovative method, called BERT-CNN, which combines
the specific task layer of Bert with CNN, to predict the
vulnerability’s severity level. The model extracts feature
from vulnerability description and other relevant information,
including Access Gained, Attack Origin and Authentication
Required, to predict the severity level through a multi-class
text classification task.

A.  Overview of Method

The main workflow of our method is shown in Fig. 1.
Firstly, we process the vulnerability data collected from
NVD and CVE Details to get the vulnerability description
and other relevant vulnerability information. We choose the
severity level information to mark the vulnerability. The
labels corresponding to the four severity levels (Low,
Medium, High, Critical) of the vulnerability are 0,1,2,3

respectively. Then we input the vulnerability description and
other relevant vulnerability information (Access Gained,
Attack Origin and Authentication Required) into the Bert
layer for text vectorization. Next, we process the outputs of
Bert layer and labels of severity levels to obtain the feature
vectors of the vulnerability. The feature vectors are extracted
through the convolution and pooling layer of CNN, and
finally the classification results are obtained through the fully
connected layer. The details of some key sections in our

method are described as follows.
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Figure 1. Model structure of BERT-CNN.

B. CLS-features Input

Bert [12] was proposed by J. Devlin et al. of Google Al
language, which achieved most advanced results on multiple
NLP tasks, causing a stir in the field of deep learning. The
input of Bert consists of three parts: token embedding,
segment embedding and position embedding, as shown in
Fig. 2.

The main structure of Bert is a transformer, which uses
the encoder part of the transformer, and the encoder stack of
multiple layer transformer forms the overall framework of
Bert. We input the merged embedding into the encoder layer.
In the encoder, self-attention is an important part. It can help
the current node not only focus on the current word, but also
obtain the semantic information of the context. For example,

Authorized licensed use limited to: HANGZHOU DIANZI UNIVERSITY. Downloaded on March 12,2023 at 11:03:27 UTC from IEEE Xplore. Restrictions apply.



for the following vulnerability description “The affected
product is vulnerable to a heap-based buffer overflow, which
may lead to code execution.”, we humans can easily judge
what the word “which” means here, but it 1s difficult for
machines to judge, while self-attention can help the machine
to connect the word “which” with “buffer overflow™. Self-
attention can learn the context semantics of vulnerability
information, so as to better capture vulnerability features.
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Figure 2. BERT layer.

The information captured by different layers of Bert is
different, the lower layers are biased towards syntactic
feature learning, and the higher layers are biased towards
semantic feature learning. In order to better predict the
vulnerability’s severity level, we need to obtain the deeper
semantic features of the vulnerability information. For the
Bert model, the text classification task needs to focus on the
output of CLS, so our model extracts the CLS vectors from
layer 1 to 12 and splice them together. We name it CLS-
features, and use this as the input of CNN.

C. Feature extraction and classification

The CLS-features of each vulnerability and its label are
input into a CNN to train the parameters of the CNN. Then
the trained CNN is adopted to predict the severity level of
vulnerabilities. The structure of the CNN is shown in Fig. 3.
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Figure 3. CNN layer.
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The input is a matrix representing the sentence that we
need to extract the features through the convolution and
pooling layers of the CNN. In convolution layer, different n-
gram features are extracted by convolution. Suppose the
matrix dimension we input is #2 * 72, m expresses that each
sentence has M words and » expresses each word is
represented by a word vector of 7 dimensions. We take the
words as the minimum granularity of the text during the
feature extraction, so we set the width of the convolution
kemel C to 7 and the height to 4. The convolution kernel
Cis convoluted with & words, and it is processed by the

activation function to obtain the corresponding feature 7.

We use S, S

ii+h-1 i+h-1"
The process is shown in

L=f(CeS,,, ,+b) )

where f'is the activation function, b is the offset we added.

to express these 4 words from S, to

A m—h+1 dimensional vector J7 is obtained after the

convolution operation shown in
V=V VyeeisVy ] )]

In the convolution process, due to the different heights of
convolution kernels, the vector dimensions obtained after
convolution are inconsistent, so we need to use the pooling
strategy. For each feature vector, we use 1-max pooling to
extract the maximum value that represents it in the pooling
layer, which guarantees the capture of important features. In
order to obtain the final feature vectors of the pooling layer,
the values obtained by 1-max pooling need to be spliced in
the fully connected layer. Finally, we get classification result
from the fully connected layer. For example, for the
following vulnerability “The affected product is vulnerable
to a heap-based buffer overflow, which may lead to code
execution.”, we can get the classification result that the
severity level of this vulnerability is “Medium”.

In this paper, we used the Relu [13] as an activation
function, which enhances the nonlinear characteristics of the
network, makes the network more robust and can learn
complex data. Moreover, it can generate nonlinear mapping
between input and output. The activation function can be

expressed in
J(x) = max(0, x) ©)
When the input value is less than 0, the function value is
equal to 0; when the input value is greater than 0O, the
function value is equal to the input value.

IV.  EXPERIMENT

Several experiments were taken to evaluate the proposed
BERT-CNN model, which was implemented with Python in
PyCharm 2019.3.1 x64 on the Google Colab under Linux
system, all experiments run with PyTorch on an NVIDIA
Tesla K80 GPU.

A. Data Set

In this study, we used datasets from the NVD and CVE
Detials. We collected software vulnerabilities from 1999 to
2020, which contained 149,773 pieces of data. Each data
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contains the wvulnerability description and other relevant
information, as shown in Fig.4. For the prediction study of
the vulnerability’s severity level, we randomly selected
32,000 pieces of data and divided them into four categories
(Low, Medium, High, Critical) according to their severity
level. The proportion of training set, validation set and test
set 1s 80%, 10% and 10% respectively.

Vulnerability Details : CVE-2020-1532

An elevation of privilege vulnerability exists when the Windows InstallService improperly handles memory.To exploit
this vulnerability, an attacker would first have to gain execution on the victim system, aka 'Windows InstallService
Elevation of Privilege Vulnerability',
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Figure 4. Example of software vulnerability information

B. Baseline Settings

To 1illustrate the effect of our method, we set four
baselines. In order to prove the BERT-CNN model performs
better in predicting vulnerability’s severity level, we design
Bert and CNN separately to compare the effect with BERT-
CNN. In conclusion, we have designed the following two
models: word2vec+CNN and Bert.

1) word2vec+CNN: We use word2vec as the pre-trained
model of word vector. In the convolution layer, in order to
extract phrase features from the input text description, we set
the convolution core size to (2.3,4) and the number of
convolution cores in each group to 256. After the
convolution operation, the generated feature map was
processed with a maximum pooling strategy. We used ReLu
as the activation function of the convolution layer. About the
model parameters, the learning rate is le-3, batch size is 64,
maximum text length L is 125, and epoch is 30.

2) Bert: We use the pre-trained model “bert-base-
uncased” and fine-tune Bert through the vulnerability
information from NVD and CVE Details. The learning rate
of the Bert model is 5e-5, batch size 1s 64, maximum text
length L is 128, and epoch is 20.

3) In addition, we also compare our method with the
state-of-the-art methods, including GloVe+CNN [9] and
word2vec+CNN [10]. These two methods predict the
severity level using only vulnerability description.

C. Evaluation Metrics

The classification results are usually expressed as a
zx z confusion matrix, and z represents the number of
classes. Each column of the confusion matrix represents the
predicted class while each row represents the actual class. In
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our experiment, four severity levels are adopted for
vulnerabilities, so the value of zis 4. This paper uses the
evaluation indicators used in the literature [14, 15] to
evaluate the prediction effectiveness: Accuracy, Precision,
Recall, and Fl-score. In the evaluation metrics, 7P is the
number of samples classified as positive, which are actually
positive samples, FN is the number of samples classified as
negative, which are actually positive samples, FP is the
number of samples classified as positive, which are actually
negative samples; 7N is the number of samples classified as
negative, which are actually negative samples.
Accuracy: the ratio of correctly classified samples to the
total number of samples, as in
TP +TN

)
TP + FP +TN +FN

Accuracy =

Precision: it shows the probability of actually positive
samples among all the samples predicted to be positive, as in
Precision = _IF ®)
TP +FP
Recall: it shows the probability of the samples predicted
to be positive among all the samples that are actually positive,
as in
P

(6)
TP+ FN

Recall =

Fl-score: it is a comprehensive evaluation metric of
precision and recall, which shows the harmonic mean of the
precision and recall values, as in

Fle s Precision* Recall )

Precision+ Recall

D. Experimental Results and Analysis

We use the 10-fold cross validation method for
experiments. The data set are divided into 10 equal parts, we
chose one as the test set, and the rest are used as training data
and development data in turn. In order to verify whether our
model is superior to the baseline models, we do comparative
experiments under the same data set. The results are
presented in Table I. We can see that the classification effect
of BERT-CNN is better than other models we designed,
which can achieve 91.38% on the accuracy, 91.36% on
precision, 91.30% on recall and 91.31% on Fl-score.
Compared with Bert and word2vec+CNN, our method
improves F1 score by 1.44% and 3.2% respectively. In
addition, compared with the existing methods GloVe+CNN
[9] and word2vec+CNN [10], the F1 value of our method
has an improvement 16.13% and 18.06% respectively, which
proves that our method performs better than predicting the
severity level using only vulnerability description.

In order to fully verify the effectiveness of our method,
we also evaluate the prediction effect of each severity level.
The confusion matrix for our method is shown in Table II
and the results for each class are presented in Table III. We
can see that our method performs the best in all the metrics
for all severity levels, except the precision for the low level
where the Baseline2 is 0.008 higher than our method.
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TABLE I THE EXPERIMENTAL RESULTS

TABLEIL.  CONFUSION MATRIX
TABLEIIL THE RESULTS FOR EACH CLASS
accuracy | precision | recall Fl-score
Sharma et al. [9] 75.87% | 75.82% | 75.58% | 75.18%
Han et al. [10] 73.71% | 73.40% | 73.39% | 73.25%
Baselinel  word2vec+CNN 88.06% 88.24% 88.04% | 88.11%
Baseline2 Bert 89.94% | 89.93% | 89.89% | 89.87%
Our method BERT-CNN 91.38% | 9136% | 91.30% | 91.31%
labels Low Medium High Critical
Low 730 48 0 9
Medium 43 691 51 17
High 7 50 692 31
Critical 6 12 2 811
Low Medium High Critical
Prgfl‘s‘ 83.69% | 77.60% | 65.77% | 76.20%
Sharma et recall 90.61% 56.79% 69.43% 85.47%
al [9] o
87.02% | 65.58% | 67.55% | 80.57%
SCOre
przlclm 80.86% | 67.95% | 68.64% | 76.34%
Han et al. recall 82.23% 73.08% 57.89% 80.37%
[10] .
Fl- ) g1450 | 70429 | 6281% | 7830%
SCOore
pr;c)lclm 9275% | 8033% | 91.75% | 88.13%
Baselinel - ™ 201 1700.039% | 8331% | 86.62% | 91.30%
word2vec+
CNN FI- 1 91839 | 81.80% | 89.11% | 89.69%
score
przlclm 93.68% | 81.67% | 91.75% | 92.62%
Baseline2 recall 91.64% 85.85% 86.22% 95.87%
Bert F1-
9265% | 83.71% | 88.90% | 94.22%
SCore
Our PIeCiSt | 97 88% | 86.27% | 92.89% | 93.43%
on
‘];‘;tlg"T‘_i recall | 9276% | 86.16% | 88.72% | 97.57%
CNN Fl- 1 0y 8206 | 8621% | 90.75% | 95.47%
SCOre
V. CONCLUSION

In this paper, we propose an innovative method, called
BERT-CNN, which combines the specific task layer of Bert
with CNN to capture important contextual information in the
text. First, Bert is adopted to generate the feature vectors of
software vulnerabilities. Different from state-of-the-art
methods, we use not only the vulnerability description from
NVD but also other information from CVE details, including
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Access Gained, Attack Origin, Authentication Required.
Then these feature vectors of vulnerabilities and their
severity levels are input into a CNN network, and the
parameters of the CNN are gotten. Next, the fine-tuned Bert
and the trained CNN are used to predict the severity level of
a vulnerability according to its descriptions. The results
show that our method outperforms the state-of-the-art
method with 91.31% on F1-score.
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